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Background

* With the rapid progress of loT technology, reliability becomes an
Important issue Cloud
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Purpose & Objectives

* Purpose

{ Reliability Enhancement Technology for loT system }

* Objectives
* For security concern

Develop an edge device (electronic lock system )with enhanced
security using sound code communication technology

* Forin-Field reliability concern
Delay Monitoring for the next generation loT edge
device MRLD using Ring Oscillator




An edge device with enhanced security using
sound code communication technology



Sound Code based communication technology

 Conventional wireless communication may be wiretapped by picking up

electromagnetic waves
e Sound code is a sound communication technology that converts character

information into high—frequency “sound ~ using signal processing technology
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Structure of electronic lock system using sound code
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Design & Implement results

PCB layout of the security edge device
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Delay Monitoring for the next generation
0T edge device MRLD using Ring Oscillator



MRLD configuration

. RLD is a novel reconfigurable logic device for the next-generation loT edge device
 Compared to FPGA, it has advantages of high speed, low power consumption and low cost
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In-Field reliability of MRLD

To guarantee the reliability of MRLD devices after shipment, aging-induced delay
should be measured in the field.

A warning will be issued before the real delay exceed the allowed boundary, for
maintenance such as repair and failure avoidance can be performed in advanced

Failure
———————————————— el - Allowable delay boundary
o 2 Warning / repair / failure avoidance
Circuit delay e
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detection System operating time

oscillation . o _, delay
control

time
e Effective means of delay measurement : — Do {><%0 DC - |
Oscillator circuit (RO: Ring-Oscillator) ‘




Delay issue in MRLD

Top 1O port: ti[19:0], to[19:0]
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Global Delay measurement RO structure(1/2
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Local delay measurement RO structure(2/2)
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Implementation result(1/2

Signals
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RO oscillation waveform for global delay measurement




Implementation result(2/2)

Signals

Time
clk=0
lad x1y1[15:0140008
lad x1vi[4] =0

lad x2y2[15:0] fz;y_

=

RO oscillation waveform of MLUT single delay measurement circuit



Summary

* For the high reliability of loT systems
» Security technology and Field test technology were
introduced.

* For security concern
* An edge device with enhanced security using sound code was
Implemented and developed.

* For in-field Reliability concern

* Proposed delay monitoring method for MRLD using RO and
observed the oscillation of the implemented RO.
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Research Plan for doctor course
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